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Context: Increasingly complex regulation systems emerge with specific control access requirements from various parties.

Objective: A secure way for various users apply control policies in a predetermined order.

Current solutions: Super-encryption, ldentity[1]/ Fuzzy-ldentity[2) / Attribute Based Encryption [3]

Super Encryption
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Multi-Locking

Super Encryption with Commutativity:
Dec. ° Encj = Encj ° Dec,
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N NN
2 2 -1

Ep = e

The question: Which access policies can be enforced with Multi-Locking but not with (hon commutative) Super Encryption 7

Sequential Circuits

Determines the order of application of access policies.
Binary operators AND, OR and THEN(—) linking users.
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Lock-Key Graphs

Represent the users and the control policies
The start of an edge is an encryption and the end is a
decryption with the corresponding key
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